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Mobile Enterprise Security & Compliance Server

iPhone/iPad/Smartphone Security
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 *BlackBerry Phones Only.
**Effective 17 June 2010. 
   Subject to change.

Competitive Product Analysis

    
        
Exchange data sync   X X X X X X X  X   X
Password control   X X X X X X X  X   X
Remote device wipe   X X X X X X X  X   X 
Attachment restrictions  X X X X X X X  X   X
Device management interface  X X X X X X X  X   X
PIN / passcode lock & erase on
multiple failed attempts   X X X X X X X  X   X
App / usage restrictions Safari,
iTunes, iPhone, iPad, camera, etc) X X X X X X X  X   X
VPN settings    X  X X X X X  X   X
Email Accounts   X  X X X X X  X   X
ActiveSync configuration  X X X X X X X  X   X
LDAP     X  X X X X X  X   X
CalDAV    X  X X X X X  X   X
Subscribed calendars   X  X X X X X  X   X    
Web clips    X X X X X X X  X   X
Credentials   X X X X X X X  X   X
Device encryption   X X X X X X X  X   X   
      

Disallow manual VPN control          X   X
All traffic routed over VPN with 
certificate authenticated
AES 256 Bit encryption          X   X
Use of any CA           X   X
Secure full access to authorized
corporate resources           X 
Secure browsing           X   X
Policy driven mobile UTM        
Fast and scalable deployment with no
changes to existing architecture          X   X
Role-based administration   X X X     X   X
User groups by policy          X   X
Blocks unauthorized smart phones    X     X   X
Scalable            X   X
Stateful inspection firewall          X
URL and content filtering          X   X
Whitelisting & blacklisting          X   X
100+ automatic security updates daily         X   X
Personal email security - virus, spam,
malware & phishing protection          X   X
Online security awareness
training & assessments          X 
Meets compliance requirements          X   X
Provides "BES-like" security an
compliance for non-BlackBerry
mobile devices           X 
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